[Ipunoxenue N 3
NHOPOPMALIMOHHASA ITAMSATKA
JJISA OBYUYAIOHIUXCA AJIA PASMEINEHUSA

HA OOUIINAJIBHBIX HHTEPHET-PECYPCAX

C KaXXIAbIM TOAOM MOJIOACKHN B MHHTCPHCTC CTAHOBUTHCA 6OJIBIHC, a
IMKOJIBHUKHW OJHHU M3 CaMbIX aKTHBHBIX I10JIb30BaTEJICH PYHeTa. MC)KI[y TCM,
IMOMHUMO OI'pOMHOT0 KOJINYCCTBA BOSMO)KHOCTeﬁ, HHTCPHCT HCCCT U HpO6HCMBI.

OTa maMsITKa JOJIDKHA IIOMOYb TeOe 0e301macHo HaxXoOUuTHCA B CECTHU.

KomnbroTepHbie BUPYChI

KomnbroTepHblid BHPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrPAMM,
OTIUYUTEIIBHON OCOOCHHOCTHIO KOTOPOM SIBISIETCS] CIIOCOOHOCTH K Pa3MHOKEHUIO.
B nononHeHue Kk 3TOMy, BUPYChl MOTYT MOBPEAUTH WM MOJHOCTHIO YHUUYTOXKHUTH
Bce (pailnibl M JaHHBIC, TOAKOHTPOIBHBIC MOJIH30BATEI0, OT UMEHU KOTOPOT0o ObLIa
3amylleHa 3apa)K€HHas MporpamMma, a TaKkKe MOBPEAUTh WUIIU JaXK€ YHUUYTOXKUTh
OTIEpAIlMOHHYI0 CHCTEMY CO BCeMHU (aitmamu B 1eioM. B OOJBIIMHCTBE clydaeB

PaCIpPOCTPAHSIIOTCS] BUPYCHI YEPE3 UHTEPHET.
Mertozsl 3aUThI OT BPEJOHOCHBIX ITPOTPaMM:

1. Mcnosib3yil COBpEMEHHBIE ONEPAMOHHBIE CUCTEMBbI, UMEIOIINE CEPhE3HbIN

YPOBCHB 3allIMUTHI OT BPCAOHOCHBIX IIPOI'PpAMM;

2. lloctosnHo ycraHaBiuBail mnautd (UKU(pOBBIE 3aIIaTKH, KOTOPHIE
aBTOMATUYECKU YCTAaHABIMBAIOTCS C LEIbI0 JOPA0OTKM MPOTPAMMbl) U JApPYTHe

OOHOBJICHHMSI CBO€il omepallMOHHOW cuctembl. CkauumBaili UX TOJBKO C



opunmanbHoro caiita  pazpadborunka OC. Ecimu  cymectByer — pexum

ABTOMATHUYCCKOI'O O6HOBJ’I€HI/I${, BKJIFOYH €TI0,

3. PabGotaii Ha CBOEM KOMIIBIOTEpE TMOJI TpaBaMu I[OJb30BATENsA, a HE
aAMUHUCTPATOpa. ITO HE IMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm

HHCTAJUIMPOBATHCA HAa TBOCM IICPCOHAJIBHOM KOMIIBIOTCPC,

4. Hcrnonb3yli aHTHBUPYCHBIE NPOTPaMMHBIE MPOAYKTHI  W3BECTHBIX

POU3BOJIUTENEH, C ABTOMATUYECKUM OOHOBJIEHUEM 0a3;
5. Orpannub (HpU3HUECKUN JOCTYI K KOMIBIOTEPY JUIS TOCTOPOHHUX JIHII;

6. Ucnonb3yil BHENIHUE HOCHUTENW WH(OpMAIMHU, Takue Kak (iemnika, JUCK

nIn (1)2112.11 N3 UHTCPHCTA, TOJIBKO U3 IMIPOBCPCHHBIX HCTOYHUKOB,

7. He oTkpbIBall KOMMbIOTEpHBIC (Halibl, MOJYYCHHbIE M3 HEHAACKHBIX
UCTOYHUKOB. Jlaxke Te (hailyibl, KOTOpBIE MPHUCIaT TBOW 3HAKOMBIN. Jlydiie yTouHu

Y HCTO, OTIIPABJIA JIMU OH TeOe ux.

Cern WI-FI

Wi-Fi - 310 He BUA mepefadn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIL OpeHI,
Mapka. Eme B 1991 rogy HuaepiaHickas KOMIAHHS 3aperuCTpUpoBaia OpeH.
"WECA", uto o6o3nauano cnoBocodyetanue "Wireless Fidelity", xkotopslii

MepEeBOUTCA Kak "OecrpoBOAHAS TOYHOCTh".

Jlo Hamero BpeMeHH Jomia apyras ab0peBuarypa, KoTopasi SBISETCS TaKOH
xKe TexHojorumend. OT1o abOpeBuatypa "Wi-Fi". Takoe Ha3Banume OBUIO JaHO C
HAMEKOM Ha CTaHAAapT BHICHICH 3ByKOBOW TexHuku Hi-Fi, dro B mepeBoje

Oo3HayaeT "BhICOKasg TOUYHOCTE'.

Jla, OecruiaTHbI MHTEPHET-IOCTYN B Kade, OTeNsIX U a’ponoprax SIBISETCS



OTJIMYHON BO3MOKHOCTBIO BbIXOJlda B MHTCPHCT. Ho muorue 9KCIICPThI CUYUTAIOT,

yto obmeaoctynubie Wi-Fi ceTu He siBIs0TCA 0€30MacHbIMU.
CoBeThI 10 0€30MacHOCTH pabOTHI B 00IIEAOCTYMHBIX ceTsix Wi-fi:

1. He nepenagaii cBoro nuuHyro uHpOpMaIuio dyepe3 oobieaoctymnabie Wi-Fi
cetu. PaboTast B HUX, JKeJIaTeIbHO HE BBOJMTH MApOIU JOCTYIIA, JIOTHHBI M KaKUE-

TO HOMEPA;

2. Ucnonb3yil u 0OOHOBISIH aHTUBUPYCHBIE MpOrpaMmbl U Opanamayep. Tem

CaMbIM ThI 00€30macuIllb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkintoun ¢pynkuuio "OOumit qoctyn k Qaitnam
u npuHtepam". JlaHHasg (QYHKIMA 3aKpbITa MO YMOJYaHUIO, OJJHAKO HEKOTOPHIE

IMOJIB30BATCIIM AKTUBUPYIOT €€ IJIA y1106CTBa HCITIOJIB30BaHUA B pa60Te nJIn yqe6e;

4. He wucnonp3yiét nyomwmusasidi WI-FI s nepemaum JTUYHBIX JTaHHBIX,

HallpuMep AJIA BbIXOJA B COLMMAJIBHBIC CCTU UJIH B 3JICKTPOHHYIO IIOYUTY,

5. Wcnonw3yit Tonpko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,

T.€. Ipu Habope BeO-anpeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone orTkmoun (yukuuioo "loakmrouenue k Wi-Fi
aBTromatuuecku'". He gomyckail aBTOMaTMYE€CKOro MOIKIIOYEHMS YCTPOHCTBA K

cersasM Wi-Fi 0e3 TBoero corjacus.

ConuaabHble ceTH

ConmanpHble CETH aKTUBHO BXOJST B HAIlY KU3Hb, MHOTHE JTIOJIM pabOTAIOT U
KUBYT TaM TOCTOSIHHO, a B Facebook y»e 3apeructpupoBad MUIHApa YEIIOBEK,
YTO ABJISETCSI OJTHOU CEIBLMOM BCEX JKUTEIEU IUIaHEeThl. MHOTME ITOJIL30BATEIN HE

IIOHMMAKT, 4TO I/IHCI)OpMaI_II/ISI, pasMCeliCHHasA MMH B COLHUAJBHBIX CCTAX, MOMKCT



ObITh HalJleHAa M MKCIIOJIB30BAHA KEM YIOJHO, B TOM 4YHCIE HE 0053aTelbHO C

0JIaruMu HaMEPEHUSIMU.
OCHOBHBIE COBETHI 110 0€30MACHOCTH B COLMATIBHBIX CETAX:

1. Orpannyb cnivcok Apy3el. Y TeOsi B Apy3bsiX HE JOJKHO OBITh CIIyHalHBIX

Y1 HE3HAKOMBIX JIFOACH;

2. 3amuinaii CBOr 4acTHYIO *U3Hb. He yka3biBaii maposu, TenedoHsl, ajpeca,
JaTy TBOETO POXKACHUA W APYTYHO JIMUHYI HHGOPMAIUIO. 3J0YMBIIIIICHHUKH
MOTYT HCHOJIb30BaTh Jake WH(OOpPMALUIO O TOM, Kak Thl M TBOU POJUTEIH

IIaHUPYCTC ITPOBCCTU KAHUKYJIbI;

3. 3amuinaii CBOIO pemyTaluio - IEP)KU €€ B UUCTOTE U 3a/1aBail cebe BOIpocC:
X0Tell OBl Thl, YTOOBI APYruUe€ TOJb30BATEIN BHUJIEIU, UYTO Thl 3arpyskaciib?

HOﬂyMaﬁ, MMpCKAC YEM YTO-TO OHy6J'II/IKOBaTB, HalmuCaTb U 3arpy3uTh,

4. Ecimu ThI ropopuuib C JIIOAbMH, KOTOPBIX HC 3HACIIb, HEC I/ICHOHLSYﬁ CBOC
pPC€aJIbHOC UM U APYI'YIO JIMYHYIO I/IH(i)OpMaIII/II/I: nms, MCCTO XKHUTCILBCTBA, MCCTO

y4eObl U Mpoyee;

5. N36erait pazmemenust ¢otorpaduii B IHTEpHETE, Te Tl M300pakeH Ha

MCCTHOCTH, IIO KOTOpOfI MOJKHO OIIPCACIINTD TBOC MCCTOITIOJIOKCHHC,

6. Ilpm peructpanu B COIMAIBHON CETH HEOOXOJMMO HWCIOJIH30BAThH

CJIOXHBIE TIAPOJIH, COCTOSIINE U3 OYKB U UG U C KOIWNYECTBOM 3HAKOB HE MECHEE

8;

7. Jng couuanbHOM CeTH, MOYTHI W JPYTHUX CAUTOB HEOOXOJIUMO
MCIIOJIb30BaTh pa3Hbie maponu. Toraa eciau Te0st B3JIOMAIOT, TO 3TI0YMbIIIIEHHUKI

mojaydar JOCTYII TOJIBKO K OJHOMY MCCTY, 4 HC BO BCC Cpasy.

BHCKTpOHHLIe ACHbI'N



DONEeKTpOHHbIE AEHBIM - 3TO OYEHb YAOOHBIM CHOCOO MJIaTeXel, OAHAKO

CYmECTBYIOT MOICHHUKH, KOTOPBIC XOTAT IMOJIYUYUTb 3TU ACHBI'H.

BHGKTpOHHBIG JACHBTU ITOABHUJINCH COBCEM HCAABHO M MMCHHO H3-3a 3TOI'O BO

MHOTHUX rocyagapCTBax 10 CHUX IIOP HE MPOIMHUCAaHO IIPO HUX B 3aKOHAX.

B Poccum xe onun (I)yHKI_[I/IOHI/Ipy}OT 1 O HUX YK€ IIPOIMMUCAHO B 3dKOHC, TAC UX
PasacisitOT Ha HCCKOJIBKO BUAOB - AHOHUMHBIC U HC AHOHUMHBIC. PaBHI/IHa B TOM,
4YTO AHOHHMHBIC - 3TO TC, B KOTOPBIX pPa3pCmIacTCs IPOBOAUTH OIICpaAlIUU oe3
I/I,ZICHTI/I(i)I/IKaIII/II/I II0JIB30BaTCIIsA, a B HCAHOHHUMHBIX I/I}ICHTI/I(i)I/IKaHI/ISI ITOJIB30BaTCJIA

ABJIAETCA 00s13aTEIIHLHOM.

Taxke crmeayeT pasauyaTh DJJEKTPOHHBIE (UATHBIE JCHBIM (paBHBI
TrOCYJapCTBCHHBIM BajJlOTaM) W DJEKTPOHHbIE He(UaTHbIE JEHBIU (HE pPaBHBI

rocyaapCTBCHHBIM BaJII-OTaM).
OCHOBHBIE COBETHI 110 0€30IMacHOM pa60Te C OJICKTPOHHBIMH ACHbBIaMMU:

1. ITpuBsiku K cyeTy MOOMIIBHBIN TenePoH. DTO caMblil YAOOHBIN U OBICTPHIH
Croco0 BOCCTaHOBHUTH AOCTYN K cuery. lIpuBsizaHHbIN TenedOH MOMONKET, €CIH
3a0yJenp CBOM TUIATeXKHBIM MapoJib WM 3aijielllb Ha CalT C HE3HAKOMOTO

YCTPOWCTBA;

2. HUcnonw3yit opHopaszoBeie maponu. Ilocine mnepexoga Ha YCHICHHYIO
aBTopu3aiuio Tebe yke He OyneT yrpoXaTh OMACHOCTh KPaKW WM TIepexBaTta

IUIATCIKHOT'O IIapPOJIAd,

3. Beibepu crnoxHblli maponb. [IpectymHukam OyneT HE MPOCTO yraaaTh
CJIOKHBIN napoib. HajexxHbie maposid - 3T0 Mapoiau, KOTOPbIE COAEPKAT HE MEHEe
8 3HAKOB M BKJIOYAIOT B ce€0sd CTPOUYHbIE W NPONHUCHBbIE OYKBBI, IUDPHI U
HECKOJIbKO CMMBOJIOB, TAKHE KaK 3HaK Jojuiapa, (yHTa, BOCKIUIATEIbHBIA 3HAK U

t.11. Hanpumep, $tROng!;;



4. He BBOIM CBOYM JIMYHBIE TAHHBIE HA CAaUTaX, KOTOPBIM HE JOBEPSCIb.

JJIeKTPOHHAS MOYTA

DNEeKTpOHHAsI TOYTa - ATO TEXHOJOTHUS U MPEIOCTaBISIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOJYUYCHHUIO JICKTPOHHBIX COOOIIEHUM, KOTOPBIE pacIpeestoTCs B
KOMITbIOTEpHON ceTu. OOBIYHO HJIEKTPOHHBIM IMOYTOBBIN SIIUK  BBITJISIUT
clenyronmM o0pa3oM: UMs_TOJIb30BaTeNsI(@WUMsl_ToMeHa. Taxke KpoMme nepegadu

IIPOCTOT0 TEKCTa, UMEETCSI BO3MOXXHOCTh TiepeaBaTh (paiiibl.
OcHOBHBIE COBETHI MO OE30MacHOM paboTe ¢ INEKTPOHHOM MOUYTOM:

1. Hamo BbIOpaTh NpaBWIIbHBIA TOYTOBBIM cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BHIOOP OECIUIATHBIX OUYTOBBIX CEPBUCOB, OAHAKO JyUIlle JOBEPATH TEM,

KOIro 3Haciib U KTO HGpBLIﬁ B pCﬁTHHFC;

2. He yka3piBaii B IUYHOM MOYTE JUYHYIO MHpopMaruio. Hanmpumep, nydiie

BBIOpATh "MYy3bIKaIbHBIN (haHat@" wim "pok2013" Bmecto "Temal3";

3. Hcnonb3yil OBYXATalHYIO aBTOpU3ALMI0. DTO KOIJa IMOMHUMO HapoJs

HY’KHO BBOJIMTH KOJI, MPUChUIaeMbIi 10 SMS;

4. Boibepu C0KHBINM Mapoib. JJI1 KakJI0ro MOYTOBOTO SIIUKA JTOJDKEH OBITh

CBOU HAJEKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ectp BO3MOXHOCTH HaluMcaTh CaMOMYy CBOM JIMYHBIM BOIPOC,

HCMOJIb3YH 3TY BO3MOYKHOCTB;

6. Hcnosib3yil HECKOJIBKO TIOYTOBBIX SIIUKOB. [lepBbI 111 4YacTHOU
MEePENUCKU C aJpecaTamMu, KOTOPBIM ThI JIOBEpsellb. ITO DJIEKTPOHHBINA aapec He

HaJI0 UCMOJI30BaTh MPU PETUCTpalMU Ha Popymax U calTax;

7. He otkpbiBail (aiinpl U Apyrue BIOKEHHS B MUChbMAaX, AK€ €CIU OHHU



IPUILIM OT TBOUX Apy3el. Jlydille yTouHM y HUX, OTIPABISIM JU OHU Tebe 3TU

(aiiibr;

8. Tlocne oxoH4yaHus pabOTHI HAa TOYTOBOM CEPBUCE MEpe] 3aKpPhITHEM

BKJIQJIKU C CATOM HE 3a0y/lb Ha)KaTh Ha "BeiiTu".

Kn6epOysIMHT 1M BUPTYAJIbHOE M3/1€BATEILCTBO

KubepOymnmuar -  mpeciegoBaHue  COOOIICHHSIMHU,  COACPKAIIMMHU
OCKOpOJIeHUS, arpeccuro, 3aIyruBaHue; XYJIUTaHCTBO; COILIMATBHOE

OOHKOTHPOBAHUE C MMOMOIIBIO PATUYHBIX HHTEPHET-CEPBUCOB.
OcHoBHBIE COBETHI O 60pbOE ¢ KUOEPOYILITUHTOM:

1. He Opocaiics B 60it. JIyummuii crmoco6: mocoBeTOBaThCS Kak ce0s BECTH W,
€ClId HEeT TOro, K KOMY MOXHO OOpaTHThCS, TO BHaYaje YCIOKOUTHCS. Ecim ThI
HaYHEIIb OTBEYAaTh OCKOPOJICHWSIMH Ha OCKOPOJEHHS, TO TOJBKO emie OoJbIie

Pa30XKKEITh KOH(PIIHUKT;
2. Ympanisit cBoeit kubeppemnyTaimei;

3. AHoHUMHOCTh B ceTH MHUMas. CyIIeCTBYIOT CHOCOOBI BBIACHUTH, KTO

CTOHT 3a aHOHUMHBIM aKKayHTOM;,

4. He crout BecTH XyJUTaHCKUN o0pa3 BUPTyalbHOU >xu3HU. HHTEpHET
¢ukcupyeT Bce TBOW JEHCTBUS U COXpPAHSET UX. YJAIUTh UX OYyJeT KpaiiHe

3aTPYAHUTEIBHO;
5. Cobnromail CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. HWrHopupyi enuHu4HBIM HeraTuB. OmgHOPa30BBIE OCKOPOUTEIBHBIC
cooOIIeHrs Jyd4iie WrHopupoBatb. OOBIYHO arpeccus MpeKpailaeTcs Ha

HadaJbHOM CTaJINH;



7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMHU COOOIIICHUSIMU, B
COIIMATIBHBIX CETAX €CTh BO3MOYKHOCTH OJIOKMUPOBKH OTIPABKH COOOIIECHUN C

OIMPCACIICHHLIX aAPCCOB,

8. Ecnu Thl cBuaerens kubepOyniauHra. TBou eWCTBUS: BBICTYNIUTh NPOTUB
npeciie[oBaTeNsl, MoKa3aTh €My, YTO €ro ACHCTBUS OLICHUBAIOTCS HETaTUBHO,
MOJJIePKaTh KEPTBY, KOTOPOW HY)KHA ICHXOJIOTMYECKas IMOMOIlb, COOOIIMTH

B3pPOCJIBIM O (paKTe arpeCCUBHOIO MOBEJICHUS B CETH.

MobouiabHbIi TeaedoH

CoBpemeHnHbIe cMapTHOHBI U TUIAHIIIETHI COAEPIKAT B c€OE BIIOJTHE B3POCIIBIM
(GyHKIIMOHAJI, W Temepb OHM MOTYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMU
KommbloTepaMu. OIHAKO, CPENICTB 3aIUTHI JJIsl MOJOOHBIX YCTPOMCTB MOKA OYEHb
Mano. TecTupoBaHME U TOWUCK YA3BUMOCTEH B HHX HPOUCXOOUT HE TakK

HMHTCHCHUBHO, KaK AJIs1 HK, TO K€ CaMoO€ KacaeTcss 1 MOOMIIBHBIX HpHHO}KGHHﬁ.

CoBpeMeHHbIC MOOWITbHBIE Opay3ephl yKe MPAKTHUSCKH JOTHAIA HACTOIhHBIC
aHaJord, OJHAKO pacIIMpeHue (QYyHKIMOHAA BJIEYET 3a CO0OM OOJBIIYIO

CJIOKHOCTb U MCHBIIIYIO 3alIUIIICHHOCTD.

HaHeKO HC BCC IIPOU3BOAUTCIIN BBbIIIYCKAIOT O6HOBH€HI/IH, 3aKPbIBAOIINC

KPUTHUYECKUE YSI3BUMOCTH JIJIsi CBOMX YCTPONCTB.
OcCHOBHBIE COBETHI JIJIsI 0€30MTaCHOCTH MOOMIBLHOTO TenedoHa:

Huuero He siBisieTcst mo-HacTosimieMy OecriaTHbIM. Bynb ocToposkeH, Bedb
Korja Tebe mpeaiaraioT OecIyIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-

TO IJIATHBIE YCIIYTH;

Hymaii, npexae yeM otnpaButh SMS, ¢oTo wiau Buaeo. Thl TOUHO 3HAEUID,

rje OH’ OyJyT B KOHEYHOM UTOTE?



Heo6xo011uMo 0OHOBISATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapT(OHa;
Hcnonp3yit aHTHBUPYCHBIC TIPOTPAMMBI TSI MOOMIIBHBIX TeJIe(DOHOB;

He 3arpy>1<aﬁ MMPHUIIOKCHUA OT HCHU3BCCTHOIO HCTOYHHKA, BCAb OHHU MOI'YT

COJIepKaTh BPEJOHOCHOE MPOrPaMMHOE 00ECIICUCHHUE;

[locnie Toro kak Thl BBIMJEIIb C caiiTa, i€ BBOAWI JIMYHYIO MH(OpPMAIHIO,

3aiiIM B HACTPOMKU Opay3epa u yaaiu cookies;

HepI/IOIII/I‘ICCKI/I HpOBCprI, KaKHC IUIATHBIC YCIYTU AKTUBUPOBAHBI Ha TBOCM

HOMeEpE;

JlaBaii cBoil HOMEp MOOWJIBHOrO TenePOoHa TOJBKO JIOASM, KOTOPBIX ThI

3HACIIb 1 KOMY HTOBCPACUIDb,

Bluetooth momxeHn OBITH BBIKJIIOYEH, KOTJa Thl MM HE ToJb3yembcs. He

3a0bIBail MHOTIA TPOBEPATH ITO.

Online urpsi

CoBpeMeHHBIE  OHJIAWH-UTPBl - 3TO  KPAacOYHbIE,  3aXBaThIBAIOIIUE
pa3BiieyeHus, OOBEAUHSIONIME COTHU THICSY YEJIOBEK MO Bcemy mupy. WUrpoku
MCCJEAYIOT aHHBIH UM MHp, OOIIAIOTCS IPYT C JPYrOM, BBIMOJIHSIOT 3a7aHUS,
CpakaloTCd C MOHCTpaMU U TOJIy4YalOT ONBIT. 32 YIOBOJIBCTBUE OHU IUJIATAT:

MOKYMAIOT AUCK, OTUIAYMBAIOT a00OHEMEHT WJIM MMPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atu cpenctBa uayT Ha nojaaepKaHUE M Pa3BUTUE UTPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPHU3AllUU, BBHIMTYCKAIOTCS HOBBIC

natuu (u(poBbIC 3aTUTATKHU JJIS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX Urpax CTOMUT OIIaCaTbCA HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO
KpaxXu TBOCTO IIapoOJId, Ha KOTOPOM OCHOBAHA CHUCTCMA aBTOPpU3all1 OOJBIIMHCTBA

Urp.



OCHOBHBIE COBETHI IT0 0€301IaCHOCTH TBOETO HUI'POBOTIO aKKayHTAa:

1. Eciu npyroil urpok BeneT cels IUI0XO WIM CO3AaeT Tebe HEeNpPHUSITHOCTH,

3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. Iloxanyiics afMUHHACTPATOPaM UIPbI Ha IUIOXOE MOBEIECHHUE 3TOTO UIPOKa,

KEJATeIbHO MPUJIOKUTH KaKUe-TO J10Ka3aTeIbCTBA B BUJE CKPUHOB;
3. He yka3biBaii TuuHy0 HHQOpMaLIUIO B Tpodaiisie urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB IO UTPE;
5. He ycranaBnuBail HeopuIaibHble TATYU U MO/JIbI;
6. Mcronp3yii clIoKHBIE U pa3HbIE TAPOJIH;

7. Jlaxce BO BpPCMA UI'PBI HC CTOUT OTKJIHOYATb aHTHBHUPYC. IToka ThI Hurpacuib,

TBOI KOMIIBIOTEP MOTYT 3apa3UTh.

OUINUHT WIN Kpaka JUYHbIX JaHHBbIX

OOBIYHOM KpaXkel JIeHET M TOKYMEHTOB CETOIHS YK€ HUKOT'O HE YJIWBHIIb, HO
C pa3BUTHEM HMHTECPHET-TEXHOJIOTHUM 3JIOYMBIIUICHHUKU TEPEMECTUIIUCHh B

WHTEPHET, U MPOJIOJDKAIOT 3aHUMAThCS "MI0OUMBIM" 1eTIOM.

Tax mosBmIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUIIIMHT,
rJIaBHAs 11€Jb KOTOPOTO COCTOWT B TOJYYEHUH KOH(PUACHIIMAIBHBIX JaHHBIX
MOJIb30BaTeNIel - JJOTMHOB U maponeil. Ha anrnmiickom s3eike phishing uurtaercs

kak ¢umuHT (0T fishing - peiOHas moBs, password - Tapob).
OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Cnenun 3a cBoum akkayHTOM. Ecnm Tl mopo3peBaenib, 4TO TBOSI aHKETA

ObUla  B3JIOMaHa, TO HEOOXOAWMO  3a0JOKUpPOBaTh €€ M COOOIIUTH



aIIMIHHCTpATOpaM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Vcnonw3yit 6e3onacHble BeO-CailThl, B TOM YHUCIE, HHTEPHET-Mara3uHoB U

ITIOUCKOBBIX CUCTEM,

3. Ucnonw3yit cinoxkHble M pa3Hble mapoid. Takum oOpa3om, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIINUICHHHKHA TOJYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY

HpO(I)I/IJIIO B CCTH, a HC KO BCEM,

4. Ecnu T1e0s B3jIOMald, TO HEOOXOAMMO MpPEAYNPEeAuTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE 10OABJIEHBI y T€Os B JAPY3bAX, O TOM, UTO TeOs B3JIOMAJU H,
BO3MOKHO, OT TBOETO UMEHHU OY/IET pacChlIaThCsl CIIaM U CChUIKM Ha (DUIIMHTOBBIE

CalTBhI;
5. YcranoBu HaaexHsbli napois (PIN) Ha MoOuibHbIH Tenedon;
6. OTKiIr0UN cCoXpaHeHue naposs B Opaysepe;

7. He otkpwiBaii ¢aiinel U Apyrue BIOKEHHS B IMUCHbMaX, Jda)Xe €CIIM OHU
NPUIIUTH OT TBOMX JApy3ei. Jlydile yTouHM y HHUX, OTHPABISUIA JIU OHH TeOe ATH

(babI.

Mudposas penyranus

[udposas penyranus - 3TO HETaTUBHASI HJIM MO3UTUBHAS MHPOPMAIIHS B CETH
o tebe. Kommpometupytomass nadopmaius, pa3MenieHHas B MHTEPHETE, MOXKET
CEpPhE3HBIM 00pa30oM OTpa3WThC Ha TBOEH peambHOU >ku3HU. "lludposas
penytanus" - 3TO TBOH UMUK, KOTOPBIH GopMupyercs u3 uHpopmaiuu o tede B

MHTEPHETE.

TBOE MecTO KUTEIBCTBA, YueObl, TBOE (PUHAHCOBOE MOJOKEHUE, OCOOCHHOCTH

XapakKTepa U paccka3bl 0 OJU3KUX - BCE 3TO HAKAITUIMBAETCS B CETH.



MHorue mnoApPOCTKU JETKOMBICIEHHO OTHOCATCA K IYOJMKAuu JIMYHOU
uHpopmanuu B MHTepHeTe, HE MOHKMMAasi BO3MOXKHBIX MOCIEACTBUN. Thl gaxke He
CMOXKEIIb JOrafaTbcs O TOM, 4TO (hoTorpadus, pazMelIeHHas 5 JIeT Ha3al, cTana

MPUYMHOM OTKa3a MPUHATH TeOs Ha padoTy.

KommenTtapuu, pasmenienue tBoux (ororpaduii u apyrue ASHCTBUS MOTYT
HE HCYE3HYTh Ja)K€ IOCJE TOro, KaKk Thl WX YyJaiauiib. Thl HE 3HaeWb, KTO
COXpaHWI 3Ty HWHPOPMALMIO, TMonajga JU OHAa B I[IOMCKOBBIE CHCTEMBl H
COXpaHWJIACh JM OHA, a TJABHOE: YTO MOIyMaloT O TeOe OKpYKalollHue JIO/IH,
KOTOpBIE HallAyT U yBUIAT 3T0. HaillT mHbOpMAaIi0O MHOTO JIET CIYCTSI CMOXKET
000 - Kak U3 100pbIX MOOYKIEHUN, TaK U C HAMEPEHUEM MPUYUHUTH Bpel. ITO

MOJKET OBITb KTO YTOIHO.
OcHOBHBIE COBETHI MO 3aIIuTe HU(POBOI permyTauu:

1. [onymatii, npexae yeM 4TO-TO MyOJIMKOBATh U MepeaBath y cedsi B Ojore

HJIN B COHH&HLHOﬁ CCTH,

2. B Hacrtpoiikax npoduis yCTaHOBH OTpPAaHUYEHHS] HA MPOCMOTP TBOETO

po IS ¥ €ro CoAEP)KUMOTO, Ceai ero TOJbKO "Ijs apy3ei';

3. He pasmemaii u He ykasplBail MHGOPMAIIUIO, KOTOpass MOXET KOro-Iu0o

OCKOPOJIATh WIIH OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHBbIE  NIKOJIBHUKM - aKTUBHbIE IMOJb30BaTeNM  LU(POBOro
npoctpancTBa. OIHAKO JajJ€KO HE BCE 3HAIOT, 4YTO MOJb30BAHUE MHOTHMH
BO3MOXKHOCTSIMU  IIU(ppoBOro  Mupa TpeOyeT  CcOOMIOJeHUs TMpaB  Ha

MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

Tepmun "uWHTeNNIEKTyallbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IUYHbIM



TBOPEHHUSIM YEJOBEYECKOTO YMa, HauMWHas C HOBBIX H300pPETEHUN M 3HAKOB,
0003HayarouUXx COOCTBEHHOCTh HA MPOJIYKTHl M YCIYTH, U 3aKaHYMBas KHUTAMH,

¢dotorpadusimu, KUHOUIBMAMU U MY3bIKaJIbHBIMHU MPOU3BEACHUSIMMU.

ABTOpCKHE MpaBa - 3TO IpaBa HAa HHTEJUIEKTYyaJIbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATYPbl U UCKyCCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B
KAauecTBE TapaHTUMU TOr0, YTO HMHTEJUIEKTYaJIbHBINA/TBOPUECKUN TpPyA aBTOpa He
OyIeT HampacHbIM, JacT €My CIpaBeJIMBbIEé BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOETO TpyJa, MOJYyYUTh HM3BECTHOCTh M Mpu3Hanue. Hukro 0e3
pa3pelIeHus aBTOpa HE  MOXET BOCIPOM3BOJIUTH €ro  MPOU3BEICHUE,
pacnpocTpaHsaTh, NYOIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
NycKaTh B MPOKAT, MyOJWYHO HCHOJHATH, MOKA3BIBATH/UCIOIHATh B 3(UpE WIH

pa3meniath B IHTEpHETE.

Hcnonb3oBanue "muparckoro" mporpaMMHOI0 00€CIEUeHHsI MOKET IIPUBECTH
K MHOTHM PHCKaM: OT MOTEPU JIAHHBIX K TBOUM aKKayHTaM 10 OJIOKUPOBKHU TBOETO
yCTPOICTBA, TJE€ YCTAaHOBJIEHA HelleraibHas Mporpamma. He crout Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIeTajJbHble M OECIUIaTHBbIE MPOrPaMMbl, KOTOpHIE

MOYKHO HAWTH B CETHU.

O nopraJie

CeteBuuoK.pd - TBOM IIaBHBIN COBETUYHMK B CETH. 3/1€Ch Thl MOXKEIIb y3HATH O
0€30MacHOCTH B CETH TMOHSITHBIM M JOCTYIHBIM SI3BIKOM, & MPH BO3HUKHOBEHHH
KPUTHUYECKON CHUTyaluu OOpaTHTHCS 32 COBETOM. A TaKkKe MPUHATH y4acTHE B

KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM I'PakIaHUHOM !



	Приложение N 3
	Компьютерные вирусы
	Сети WI-FI
	Социальные сети
	Электронные деньги
	Электронная почта
	Кибербуллинг или виртуальное издевательство
	Мобильный телефон
	Online игры
	Фишинг или кража личных данных
	Цифровая репутация
	Авторское право
	О портале


